CAR Software Systems

e

Music ~ Messages Now Playing

S

a Podcasts

Courtesy : https://apple.com

Wil’G'GSS-SChOO'.OI’g | Sudarshana.Karkala @ gmail.com



mailto:info@iTelematics.com
http://apple.com
http://apple.com
http://apple.com

DISCLAIMER

WifG'QSS-SChOOl.Ol’g | Sudarshana.Karkala @ gmail.com



Education | Practical Approach

Software Engineering
CAR Software Systems

Business Plan Development
Product Management

Market Research
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Introduction
. Vision Statement
. Requirement Analysis

(a) Access Vehicle Properties

(b) Detect Intrusion in Connected CARs

. Solution Design | Algorithms | Design Patterns
Implementation & Testing
. Result Analysis and Evaluation

. Conclusion
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Apple CarPlay vs Android Auto

https:/Iwww.stuff.tv/features/android-auto-vs-apple-carplay

urtesy : https://apple.com & http://tub.tubgit.com/




Vision Statement

For the automotive service providers, who would like to make their
customers’ life simpler, CAR Software Systems provides solutions to
diagnose car’s health and notify when something goes wrong, that

helps customers keep track of information about their CAR.

Unlike other diagnostic apps, our product communicates securely
between cross platform vehicles, detects intrusion, monitors battery

& fuel consumption and even remotely controls car.
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Epic 1 . Access Vehicle Properties

Access Connected CARs using portable devices.

As a Product Manager, | would like to connect to CAR from my portable

device, and detect all the possible device and sensor properties, so

that user can know the status of cars.
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Epic 2 . Detect Intrusion in Connected CARs

Detect intrusion using Machine Learning Approach

As a Product Manager, | would like to detect and analyse intrusion, so

that preventive measures can be taken in advance.
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Accessing Connected CARs using Phone

CONNECT Connect to the Vehicle from Mobile device and Authenticate.
DETECT Detect Devices & Sensors (In-Vehicle | CAN | Connected Cars | Mobile 1oT)
READ Read the status of the Devices & Sensors
WRITE Change the device | sensor status
DISPLAY Display Device | Sensor’s info on Dashboard
COLLECT Collect and upload device details to Cloud for Analysis
ANALYSE Device analysis using Machine Learning

CONTROL Control vehicle using mobile ( Lock, Unlock, Start, Stop | CAN Bus))
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Intrusion Detection in Connected CARs

SCAN Scan the Devices | Sensors | WiFi in the Vehicle (On demand basis)
MONITOR Monitor the vehicle system for accidental attack
DETECT Detect Intrusion of attack from Network | Internet | Other loT | Apps
ALERT Alert the user about the issues / problems
COLLECT Collect and upload Intrusion details to Cloud for Analysis
ANALYSE Intrusion analysis using Machine Learning
REPORT Generate the report (Detected Issues and other analysis information)

RECOMMEND Recommendation | Recovery | Protection
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Testing : Simulators & Emulators

defaults write com.apple.iphonesimulator CarPlay -bool YES

https://www.apple.com/carplay
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Weekend Playground
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Mentor Profile

Name: Sudarshana Karkala

Title Technical Leader ( Security Software ), CSPO.
Profile: https://www.LinkedIn.com/in/SudarshanaKarkala/
eMail ID:  Sudarshana.Karkala @ gmail.com
Skype ID: Sudarshana.Karkala
Co-Founder: Wireless-School.org | Classes available only on Saturdays (8:00am - 4:00pm )

Passion: CAR Software Systems |

Classroom: https://classroom.google.com | class code: 8cupte | qkw20s

Started: Since 2001 @ NITK - STEP, Surathkal, Srinivasnagar - 575 025, Mangaluru.

“Our vision is to make rural India smart”
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Wireless-School.org

Thank You
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